Unit 5. Security

5-1. INFOrMAtiON SECUFTTY ....c.eiiiiieieee ettt se et saeereen e saeere e e e 5-1
024. ldentifying classification directives and [EVEIS...........ccccoeiiiiiiiiieiice e 5-1
025. Identifying classification aUtNOFILY ...........ccoeiiiiieiieie e e 5-3
026. Using special handling iNStIUCTIONS .........ccviiiieiciere sttt eneas 5-6
027. Identifying foreign government infOrMAation .............ccocoiiiiiiiiiiiie e 5-7
028. Marking documents and ProAUCES.........c.vieeeeierieresesie e e e e see e e re e eseesee e seesresresneeresseens 5-10
029. Documenting receipt and transfer of classified material..............ccoceovveiiieici i 5-14
030. Accounting for classified MAterial ... 5-16
031. Safeguarding classified MAterial.............ccccveiiiiiiiiiiii i 5-19
032. Destroying classified Material ......... ..o e 5-22
033. Releasing and disclosing classified iINfOrmation.............cccocvviviiienei s 5-23
034. Handling NATO ClIaSSITIEA ......coueeiiieiiie et e 5-25
5-2. Other Security Related ProgramisS..........ccccieeiiiiieiiec i se s see e se ettt ae e 5-27
035. OPEIAtIONS SECUIILY ..vveuviveiteetiieeteeeestesteste s e eete e e e e et e seesbesbesteeteeseeseeseestesbesbeateeseesseseeseestesresresreens 5-27
036. COMMUNICATIONS SECUFTLY ... .eveieeiieeeete ettt se et b bbb b e bbb e e e s e e e b e sbesbesbesre e 5-30
037, COMPULET SECUIILY ...vevveutiieitestesteeteeee e et te e rae e e e see st e besaeeteeseeneeseesseseesreeseeseeneeeeneeseeareseenreens 5-32

HIS unit provides information you need in order to protect classified information. As a

member of the Air Force, you have taken an oath to protect and defend the United States

from its enemies, both foreign and domestic. Part of that defense must be the safeguarding

of classified information to which you have access. Regardless of whether the information is
of the plain-vanilla variety or a more exotic mixture, you must be aware of how to protect it. We’ll
discuss identifying, marking, accounting for, safeguarding, and releasing classified material.
Remember these as the five pillars of information security. Should one crumble, the entire building
could collapse!

5-1. Information Security

The phrase “There is more than one answer to every question” is so true when it comes to classified
information. It is absolutely vital that you know the classification of the source of your information
and the classification of your end product to your customers. Part of your job will be to answer
questions. You’ll find that often your answers will be vague at the unclassified level and generally at
the Secret level; however, the true answer often comes from Top Secret sources. Knowing the
classification directives, levels, authorities, handling instructions, and how to deal with foreign
information will help you answer questions without compromising classified information.

024. Identifying classification directives and levels

Directives

DoD 5200.1R, Information Security (INFOSEC) Program, and AFI 31-401, Information Security
Program Management provides the basic policy on why we classify and the different levels of
classification. The basic DoD policy is to make available to the public as much information as
possible. Security classifications are applied only to protect national security.

Executive Order (EQO) 12958, Classified National Security Information, addresses the changing needs
for classification guidance. EO 12958 became effective 14 October 1995, and was revised in March
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of 2003. This executive order established a process to identify information that must be protected as
national security information.

Another directive with which you should be familiar is EO 12951, Release of Imagery Acquired by
Space-Based National Intelligence Reconnaissance Systems. EO 12951 establishes procedures for
the future declassification of imagery intelligence. Dated 22 February 1995, this executive order
specifies the authority and duration of classification for satellite imagery.

Levels

When a need exists to classify information, the following three categories of classifications may be
applied:

Top Secret (TS)
Top Secret identifies national security information or material that requires the highest degree of
protection. Unauthorized disclosure of this information could reasonably be expected to cause
exceptionally grave damage to the national security. Examples of exceptionally grave damage include
the following:

e Armed hostilities against the US or its allies.

o Disruption of foreign relations vitally affecting national security.

e The compromise of vital national defense plans or complex cryptologic and communications
intelligence systems.

e Revealing sensitive intelligence operations.
e The disclosure of scientific or technological developments vital to national security.

Secret (S)
Secret identifies national security information or material that requires a substantial degree of
protection. Unauthorized disclosure of this information could reasonably be expected to cause serious
damage to national security. Examples of serious damage include the following:

o Disruption of foreign relations significantly affecting national security.

e Significant impairment of a program or policy directly related to national security.

e Revealing significant military plans or intelligence operations.

o Compromise of significant military plans or intelligence operations.

o Compromise of significant scientific or technological developments relating to national

security.

Confidential (C)

Confidential identifies national security information or material that requires some protection.
Unauthorized disclosure could reasonably be expected to cause damage to national security.
Examples of such damage include the following:

e The compromise of information that indicates the strength of ground, air, and naval forces in
the US and overseas areas.

o Disclosure of technical information used for training, maintenance, and inspection of
classified munitions of war.

e Revealing performance characteristics, test, design, and production data on munitions of war.

Special Access Program (SAP)

A special access program is one imposing need-to-know or access controls beyond those normally
required. Such a program includes, but is not limited to, special clearance, adjudication or
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investigative requirements, special designation of officials authorized to determine need-to-know or
special lists of persons predetermined to have a need-to-know. Throughout your Air Force career, you
will probably be indoctrinated into a number of these programs. The most common of these is
Sensitive Compartmented Information (SCI).

Sensitive Compartmented Information (SCI)

SCl is classified information concerning, or derived from, intelligence sources, methods, or analytical
processes that are required to be handled exclusively within formal access control systems established
by the Director of Central Intelligence (DCI). All persons requiring access to SCI must have a Single
Scope Background Investigation (SSBI) or SSBI-periodic reinvestigation prior to being indoctrinated
into this program. Refer to AFMAN 14-304, The Security, Use, and Dissemination of Sensitive
Compartmented Information (SCI) for additional information

025. Identifying classification authority

Only a few designated officials have the authority to assign an original security classification, and
they cannot delegate this authority. When these officials are not available, we need guidelines for
assigning a classification. These guidelines are found in security classification guide AFI 31-401 and
AFMAN 14-304.

Classification guides

The security classification guide serves as written guidance of classification and declassification
decisions on specific information for particular subjects or areas. It provides an authoritative basis for
assigning or canceling a security classification. When you have a question concerning the proper
classification to be assigned, use one of the classification guides for definitive guidance. Applying an
improper classification may result in compromise of the information that needs to be protected.

Derivative classification
This is new material that derives its classification from information already classified. When you
incorporate, restate, paraphrase, or generate material that is already classified, you must ensure the
new material is appropriately classified. To do this, you must accomplish the following:

1. Respect the original classification decisions.

2. Verify the information’s current level of classification as much as practical before assigning
the new classification.

3. When the classification of a document is derived from more than one source document,
classification guide, or a combination thereof, indicate “MULTIPLE SOURCES” on the
“Classified by” line.

4. Provide a record of the multiple sources in the form of a letter or memorandum, which can be
placed with the actual file, or record copy of the affected document.

5. Carry forward to the new material or document the assigned dates or X-series declassification
codes (see page 5-5).

Reasons for classification
EO 12958, section 1.5 provides several reasons for the classification that is assigned to information.

Information may not be considered for classification unless it concerns any of the following:
e (a) Military plans, weapon systems, or operations.
e (b) Foreign government information.

e (c) Intelligence activities (including special activities), intelligence sources or methods, or
cryptology.
e (d) Foreign relations or foreign activities of the US, including confidential sources.
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e (e) Scientific, technological, or economic matters relating to national security.
o (f) US Government programs for safeguarding nuclear materials or facilities.

e (g) Vulnerabilities or capabilities of systems, installations, projects or plans relating to the
national security.

On 25 March 2003, the President signed Executive Order 13292, which amended EO 12958. Some of
the major changes to EO 12958 include the following:

e Extended the automatic declassification deadline by three years to allow agencies to complete
reviewing the backlog of classified historical records more than 25 years old.

e Broadened the authority of agencies to reclassify information that has not been disseminated
publicly, but only under strictly controlled circumstances.

e Broadened the protection of confidential foreign government information while ensuring that
such information remains subject to automatic declassification.

e Simplified the process for classifying records for more than 10 years and less than 25 years.

o Makes explicit the authority of the Director of Central Intelligence to protect intelligence
sources and methods

One of the issues that arose in the wake of 9/11 was awareness of the limitations imposed by the lack
of authority under EO 12958 to pass classified information to persons not otherwise eligible (e.g.
local and state authorities) in an emergency. As a result, EO 13292 added a section specifically
authorizing an agency head or designated person to share classified information with individuals not
otherwise eligible to receive it, and specifying procedures to be followed. This is especially important
in the context of homeland security.

Resolution of doubts

You now know what authority you have to classify information. What would you do if you had
information that you felt could be classified but you could not find a source? There is an interim
measure to use until you can either find a classification source document or query the appropriate
classification authority; you can protect the information as if it were classified CONFIDENTIAL.
You use similar logic when you have reasonable doubt about an appropriate classification level. For
example, if you have information marked CONFIDENTIAL, but believe it to be SECRET, then
safeguard it at the higher level pending determination by a classification authority.

Unclassified information of possible intelligence value

Not all of the material we work with in the intelligence field is classified. We also deal with
unclassified information on a daily basis. For example, you may use regulations, access and recall
rosters, military orders, and other materials when accomplishing your job. You probably handle such
material very casually without a second thought. Now place yourself in the position of an enemy
intelligence specialist. Would any of this material benefit you in the processing of intelligence?
You’re answer should be a definite yes. All of this information may be harmless separately, but when
compiled, it may become valuable intelligence for our enemy. The protection of this type of material
and unclassified information of possible intelligence value falls under the OPSEC program. See your
OPSEC manager or representative for more information. This form of information is in direct support
of or is otherwise directly associated with classified information. It contributes to the knowledge of
the classified aspects of the program or operation. It also includes unclassified information, which
when combined with other unclassified information, reveals insight or aspects of classified plans,
programs, operations, or information. Generally speaking, information of this nature falls into one of
the two following categories:
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Essential Elements of Friendly Information (EEFI)

EEFI includes information concerning a plan, project, or activity that, if acquired by the hostile
intelligence threat, may jeopardize the successful execution of the mission. All major commands
(MAJCOM) and separate operating agencies (SOA) are required to develop EEFIs to meet their own
operational requirement. EEFIs parallel the key questions about friendly operations, capabilities,
intentions, or activities likely to be asked by an opposing commander and are found in the OPSEC
annex of an operations plan (OPLAN). An awareness of your unit’s EEFIs should make you think
twice before releasing information outside official military channels. The bottom line is that EEFIs
represent unclassified questions that an opposing commander may ask. The answers to those
questions may constitute classified information. Some of the typical EEFIs you may encounter
include the following:

e Changes to unit mission.

e Changes to organization.

e Introduction of new equipment.

e Security clearances of individuals.

e Equipment shortages effecting readiness or efficiency.
e Equipment or system performance.

o Mapping requirements that indicate operational intent.
e The classification of operations or programs.

For Official Use Only (FOUOQ)

FOUO is designed to protect information that must be withheld from widespread distribution to the
public. The primary use for FOUO within the USAF is to protect personal information. It can also be
used in other cases where the release of information may reveal operational capabilities or
deficiencies that the enemy could exploit to its advantage. Reasonable measures must be taken to
safeguard FOUO information; e.g., placing it in a locked room, filing cabinet, or desk if the area is
open to non-government personnel. The following is some material that would be considered FOUOQ:

e Security access rosters.

e Personal Air Force records.

e Unclassified portions of CDCs.

e Unclassified inspector general (IG) reports.

Declassification

At the time of original classification, the original classifying authority (OCA) attempts to establish a
specific date or event for declassification, based upon the duration of the national security sensitivity
of the information. If the original classification authority cannot determine an earlier specific date or
event for declassification, information is marked for declassification 10 years from the date of the
original decision. However, the OCA may apply an automatic declassification exemption code to
specific information, if it can reasonably be expected that the unauthorized disclosure of the
information would cause damage to national security for a period of greater than 10 years. Which of
the eight exemption codes the OCA applies depends on what might happen if the information was
disclosed. The following codes apply if the release of the information could reasonably be expected
to:

e X1 - Reveal an intelligence source, method, or activity, or a cryptologic system or activity.

e X2 - Reveal information that would assist in the development or use of weapons of mass
destruction (WMD).

e X3 - Reveal information that would impair the development or use of technology within a
United States weapon system.

“FOUO” document markings removed by FOIA RSC GAFB07-011



5—6

e X4 - Reveal United States military plans or national security emergency preparedness plans.
e X5 - Reveal foreign government information.

e X6 - Damage relations between the United States and a foreign government, reveal a
confidential source, or seriously undermine diplomatic activities that are reasonably expected
to be ongoing for a period greater than 10 years.

e X7 - Impair the ability of responsible United States Government officials to protect the
President, the Vice President, and the other individuals for whom protection services, in the
interest of national security, are authorized.

e X8 - Violate a statute, treaty, or international agreement.

026. Using special handling instructions

Based on the type of information, an originating department or agency will sometimes provide special
controls for classified information. They may provide additional protection for the sources and
methods used to obtain the information. These special handling instructions or control markings are
called caveats.

Caveats

Caveats are used as additional warnings to restrict the distribution of classified material. Some
caveats identify who may view the material, while others identify who may not be provided the
material. There are hundreds of caveats in use today and | will not attempt to list them all. The
following is just a sample of the most common ones.

Not Releasable to Foreign Nationals (NOFORN)

This caveat is used to identify classified intelligence that may not be released in any form to foreign
governments, foreign nationals, or non-US citizens without the originator’s permission. It is also used
on intelligence that, if released to a foreign government or national, could jeopardize intelligence
sources or methods. The caveat NOFORN is also used to control who receives foreign intelligence or
related material requiring SCI protection. Mark the individual pages and internal paragraph
classifications with the abbreviation NOFORN or NF immediately following the classification; i.e.,
SECRET-NOFORN or (S-NF).

Release To:

This caveat is used to identify intelligence that an originator has predetermined to be releasable
through established foreign disclosure procedures and channels to specific foreign countries. The
name of each country the information is releasable to must be specified within the caveat; i.e., “THIS
INFORMATION HAS BEEN AUTHORIZED FOR RELEASE TO UNITIED KINGDOM,
CANANDA, AND AUSTRALIA.” This warning notice may be abbreviated as “REL
UK/CAN/AUS” for use on individual pages and for internal paragraph markings. Remember that you
cannot use both NOFORN and the Release To caveats at the same time. Either indicate the
information is not releasable to any country or indicate which specific countries are authorized to
receive the information.

Special Category (SPECAT)

This caveat is used on classified messages to identify special projects or subjects. The SPECAT
designator identifies a message as requiring special handling beyond that normally given because of
its security classification. Only personnel in telecommunications, administration, and user channels,
who are properly cleared and authorized access, may handle and view SPECAT-designated messages.
The SPECAT caveat is followed by Exclusive for (name) or a specific identification, acronym, or
codeword of the project or subject with which identifies.

“FOUO” document markings removed by FOIA RSC GAFB07-011



57

Limited Distribution (LIMDIS)

The LIMDIS designator is used on classified messages identified with specific projects or subjects
that must receive LIMDIS and special accessing in administrative support and user channels.
According to AFI 34-401, the Air Force does not authorize use of LIMDIS controls to any material
except message distribution.

027. Identifying foreign government information

Intelligence personnel often have access to and are required to maintain foreign government
information that is classified. This information is released to the US by foreign governments or
international organizations with the understanding that it will be protected from unauthorized
disclosure. We must protect this information as we would US classified information. In addition,
some foreign classified information is protected within special dissemination or need-to-know access
control systems.

Foreign classification

Foreign government information is routinely given a security classification designation by the
government or international organization that originated it. Most of these classification designations
do not parallel those applied to US Government information. Several countries and organizations also
have an additional security classification titled “Restricted.” The host country will designate the
control on restricted information; however, if you are not sure of the classification, always control the
material as Confidential.

Classifying foreign government information

If the security classification designation of foreign government documents is shown in English, you
will not have to apply any other classification markings. However, if the foreign classification
designation is not shown in English, the equivalent overall US classification must be applied
conspicuously on the document.

Incorporating foreign government classified

On occasion, you may be required to include foreign government information in some of your
intelligence products. These products must be identified in a manner that ensures the information is
not declassified prematurely or made accessible to persons without the consent of the originator. You
can satisfy this requirement by placing the notation “FOREIGN GOVERNMENT INFORMATION”
on the face of the document. You must also include any necessary portion or paragraph markings. For
instance a paragraph that contains Secret United Kingdom (UK) information should contain the
paragraph marking (UK-S) at the beginning.

Foreign restricted or NATO restricted

If you include foreign restricted or NATO restricted information in an otherwise unclassified docu-
ment, you must give the document the overall classification of Confidential. These documents will
also require appropriate portion and paragraph classification markings. (We’ll cover NATO classified
material requirements in more detail later in this volume.)

Foreign government “CLASSIFIED BY” line

The “Classified by:” line of DoD documents containing only foreign government information
normally includes the identity of the foreign government or international organization that originated
it. For example, it might appear as “Classified by: Government of Australia” or “Classified by:
NATO.

Summary

In the past few units, we’ve covered the directives and levels of classified material, the authority by
which it is classified, and special handling instructions. We also looked at how foreign government
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information is classified and handled. In the next unit we’ll examine how classified information is
marked and accounted for.

Self-Test Questions

After you complete these questions, you may check your answers at the end of the unit.

024. Identifying classification directives and levels
1. What two regulations provide the basic DoD policy on why we classify information?

2. Why are security classifications applied to information?

3. What type of classified information requires the highest degree of protection?

4. What level of classified information would cause exceptionally grave damage to national
security if compromised?

5. What type of damage would be caused by the disclosure of significant military plans or
intelligence operations?

6. Compromise of information classified as Confidential would be expected to cause what to
national security?

7. What is required prior to an individual being indoctrinated into SCI?

025. Identifying classification authority
1. What is a classification guide?

2. What is derivative classification?

3. Who decides how long information remains classified?
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10.

11.

026.

How should a classified document be marked when the original classification authority is
unable to determine a specific declassification date?

What should you do with information that is marked Secret when you believe it may be Top
Secret?

What Air Force program protects information of possible intelligence value?

List at least four examples of Essential Elements of Friendly Information (EEFI).

List at least three examples of material that should be protected as For Official Use Only
(FOUO).

What is downgrading and declassifying information based on?

Which declassification code should be applied to a classified document if the release of the
information could reasonably be expected to reveal information that would impair the
development or use of technology within a US weapon system?

Which declassification code should be applied to a classified document if the release of the
information could reasonably be expected to violate a statute, treaty, or international
agreement?

Using special handling instructions
What is a caveat?

What caveat is used to identify classified information that may not be released in any form to
foreign governments?

What caveat would be used to identify information that can be released to Canada?
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4. What caveat is used on classified messages to identify special projects or subjects?

027. Identifying foreign government information
1. How should foreign government information that is marked “Restricted” be protected?

2. What should you do if a document containing foreign government information is marked in a
foreign language?

3. When would you mark a document “FOREIGN GOVERNMENT INFORMATION"?

028. Marking documents and products

Classified information must be clearly identified. Marking is the primary means of telling the holders
of classified information the protection requirements for that information. We discussed earlier the
various levels of classifications and the many caveats associated with them. Identifying the
information is classified is the first step to safeguarding the material; however, if the material is then
improperly marked, the chance of a compromise is increased. The overall classification marking of
the document must be conspicuous enough to alert anyone handling the document, that it is classified.

Hand marking documents
Every classified document or product must be marked to show the highest classification of
information it contains. This marking must be conspicuous enough to alert anyone handling it that it
is classified. When you use or produce items from classified documents or materials; they must be
properly classified and marked. To do this, apply the appropriate security markings or
announcements, using stamp-in letters larger than the text. These include the following:

1. Overall classification.

2. Classification source (the “Classified by” line).

3. Reason for classification (the “Reason” line).

4. Downgrading or declassification instructions (the “Declassify on” line).

5. Portion markings.

Marking SCI caveats and code words

Mark SCI with the applicable SCI control system caveat at the bottom of all pages of hard copy
documents, including any front and back covers. Mark material warranting SCI codeword or
operational program designator protection immediately following the security classification on all
pages containing such information.

Automated marking of documents

For documents produced by automatic data or word processing equipment, the markings may be in
letters the same size as the text, provided they are applied by the printing equipment and highlighted
by asterisks and spacing. Some examples are as follows:
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Placement of markings on documents
The placement of the markings should follow these steps:

1.

The overall highest level of classification of a document must be centered at the top and
bottom of the front and back covers, title page, and first page, if there are any. Subjects and
titles of classified documents are also marked using parentheses.

When possible assign unclassified subjects and titles to documents. If this is not possible, you
must include an unclassified short title for reference purposes, transmittal documents, and
destruction certificates.

You must mark the overall classification at the center top and bottom of any addition; i.e., an
endorsement that covers the first page of the document.

Classify interior pages of a document at the center top and bottom with the highest
classification based on the contents of that page. Interior pages may be marked with the
overall classification of the document when such marking is necessary to achieve production
efficiency. The information is otherwise sufficiently identified by paragraph classification
markings.

Handle and mark major components (attachments, units, annexes, etc.) of complex
documents and material as separate documents.

Each section, part, paragraph, or similar portion of a classified document will be marked to
show the level of classification. In most cases, parentheses will be used for portion markings;
e.g. (TS) for Top Secret, (S) for Secret, (C) for Confidential, and (U) for Unclassified. When
appropriate, the additional warning notices or control markings must also be added.

When marking paragraphs of a classified document, you must place the marking immediately
before the paragraph. If letters or numbers are used to identify paragraphs, the marking will
appear after the letter or number but before the paragraph.

. If the document contains illustrations, photographs, figures, graphs, drawings, charts, and

similar portions, you must clearly mark the unabbreviated classification within, beside, or
next to each one. If captions are included, they will be marked on the basis of their content
alone by placing the appropriate marking immediately before the caption.

An example of a document containing these markings can be seen in Figure 5-1.
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SECRET//X1
OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

Date
MEMORANDUM FOR DASD (I&S)
SUBJECT: Classification Markings (U)

1. (U) Thisis an example of a document that contains originally classified information. Standard
markings are required for all documents as shown here. These markings include:

a. (U) Portion marking(s) for each section of a document to reflect the classification of the
information. When using subsections such as shown here, individual markings are used. When
subsections are not marked, the information is protected at the level of protection shown by the
overall section.

b. (U) Overall markings - conspicuously annotated using larger font size or bold-face print.

c. (U) A“Classified by” line that includes the name or personal identifier and position of the
originator.

d. (S) Areason for classification.
e. (U) A “Declassify on” line that indicates the following:
(1) The date or event for declassification not to exceed 10 years, or:
(2) An extension beyond the initial 10 years, using X-series declassification codes.

2. (S) |Ifthis paragraph contained “Secret” information, the portion would be marked with the
designation “S” in parentheses. If the paragraph contained “Confidential” information, the portion
would be marked with the designation “C” in parentheses.

Classified by: Buster Keaton
ASD(C3I)

Reason: 1.5 (a) and (d)

Declassify on: December 31, XXXX

SECRET//X1

Figure 5-1. Sample classified document.

Classified working papers

These are documents and materials accumulated or created in the preparation of a finished product.
As a minimum, they are dated when created and marked with the highest classification of any
information contained in them. They are also accounted for, controlled, and marked in the same way
as a finished document. Working papers should be destroyed when no longer needed.

Marking products other than documents

Much of the classified material you work with will come in some form other than a document. This
material must be marked to identify its classification level. These markings could be in the form of a
tag, sticker, decal, or similar device. If the material cannot be marked, written notification of the
security classification must be furnished to the recipients. The following procedures for marking
various types of material are not all-inclusive and may be varied to accommodate the physical
characteristics of the material. Consult your unit classification guide for additional guidance.
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Maps, charts, and drawings

You must mark the classification level of the legend, title, or scale blocks in a manner that
distinguishes the classification of the legend from the classification of the map, chart, or drawing. The
highest classification of information appearing on the product must be inscribed at the top and
bottom, front and back. You must also apply additional markings that are clearly visible when the
map, chart, or drawing is folded.

Photographs and film

Negative and positive photographs must be marked to ensure that a viewer will know that classified
information is involved. Mark the appropriate classification at the beginning and end of each strip for
roll negatives and positives. Film containers must also bear classification markings. If possible, the
face side of prints and reproductions should contain applicable classification markings, but
annotations on the reverse side are also acceptable.

Transparencies and slides

When possible, classification markings must be clearly applied to the image of each transparency or
slide. If the markings are not visible until projected on a screen; i.e., 35-millimeter slides, the
classification markings must also be placed on the border, holder, or frame. Although not specifically
required, it is standard practice to apply the markings on both the imagery and the frames in all cases.
If slides and transparencies are being controlled as a set, only the lead slide must be marked with
associated markings such as classification authority, declassification instructions, date, etc. All
remaining slides in the set must bear their individual classifications. Any classified slide or
transparency permanently removed from a set must be marked as a separate document.

Motion picture films and videotapes

Classified motion picture films and videotapes are marked at the beginning and end with the overall

classification of the recording and must be visible when projected. Associated markings must appear
at the beginning of the film or tape. When not being viewed, they must be kept in containers bearing
conspicuous classification and associated markings.

Computer media

The procedures for classifying, controlling, storing, declassifying, and destroying classified computer
media are the same as for other forms of material containing classified information. Various forms of
computer media are reusable and include hard disks, floppies, ribbons, and tapes. When reusing these
media forms, you must be aware of the highest classification previously stored on that media and
control it appropriately. Removing the classified and declassifying the medium can eliminate this
requirement. Some special security control considerations for most forms of computer media are as
follows:

o Removable information storage media used with automated data processing (ADP)
equipment such as computers, video disk (VD) players, optical disk (OD) readers, compact
disk read only memory (CD ROM) units, word processors, or electronic typewriters require
clearly visible external classification and associated markings. The media that you may come
in contact with are magnetic tapes, disc packs, compact disks, video disks or diskettes.

o Place a clearly visible external classified marking on the media. Standard Form (SF) 706 will
be placed on Top Secret ADP storage media, SF 707 will be placed on Secret ADP storage
media; SF 708 will be placed on Confidential ADP storage media, SF 710 will be place on
Unclassified ADP storage media.

e At least one SF 711 ADP media descriptor label will be placed on all ADP storage media
regardless of classification. This media also requires internal classification markings to
ensure that classified information will bear classification and associated markings if it is
reproduced or generated in hard copy.
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To prevent inadvertent compromise, storage media must reflect the highest classification ever
processed by that machine. If you want to release the storage media at a lower classification, a
qualified individual using one of many diagnostic programs to ascertain proper classification level
must first check it.

Self-Test Questions
After you complete these questions, you may check your answers at the end of the unit.

028. Marking documents and products
1. Where is the highest overall classification of a document marked?

2. How should interior pages of a document be marked?

3. Where do you place the classified markings for a paragraph?

4. What are the two minimum markings required for working papers?

5. Where is the overall classification of a map or chart placed?

6. What is the classification of a Secret slide within a set of slides with an overall classification
of Top Secret?

7. What form is placed on all unclassified automated data processing storage media?

029. Documenting receipt and transfer of classified material

Because of the nature of our career field, accounting for classified material will become a habit over
time. Most of you will handle a considerable amount of classified material that will require you to
document its receipt and transfer, and it is very important that you pay close attention to the security
requirements involved.

Document procedures

Receiving and transferring classified material means moving it from one place to another by any
means. Classified materials are dispatched through the Defense Courier Service (DCS) Armed Forces
Courier Service, US Postal Service (USPS), State Department courier, Federal Express (FED-EX)
(material must clear the FED-EX accounting system by the weekend), or by hand-carrying methods.
Intelligence gathering generates the need to move large volumes of information. Electronically
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transmitting all this data is not only impractical, but also impossible. Thus, we have to establish rules
and procedures that will protect classified material when it is being dispatched from one place to
another. DCS and USPS provide the means and numerous directives describe the rules and
procedures. When receiving or sending classified information or material from one point to another,
you must follow these basic guidelines:

e Top Secret information and material are moved by escort, courier, or transmitted over
electronic means (encrypted or cryptographic) that are protected from exploitation by enemy
forces. Top Secret information is transported under a chain of receipts covering each
individual who gets custody.

e Secret information and material are moved by registered US mail or the methods used for
Top Secret materials.

o Confidential information and material are sent by the same means for sending Secret and Top
Secret materials, except between DoD component locations anywhere in the US or its
territories. In such cases, certified or first-class mail will be used and the outer envelope will
be marked “POSTMASTER: Do Not Forward.”

AF Form 310

A receipt between the originator and the intended recipient is used for Secret information. Do not
issue receipts for Confidential material unless prescribed by a special access program directive issued
by HQ USAF or higher authority. The AF Form 310, Document Receipt and Destruction Certificate,
is adequate to satisfy most Secret receipt requirements (figure 5-2 illustrates this form). The
following is a list of steps when shipping Secret material using AF Form 310:

Prepare three copies.

Place one copy in a suspense file at the originating location.

Two copies are sent in the container along with the material shipped.

Upon receipt, the gaining unit signs one copy and returns it to the originating location.

Upon receiving the signed receipt, the originating location may destroy the suspense copy,
and the signed copy is placed on file for at least two years.

6. Initiate tracer action for receipts that are not returned within 30 days for shipments within the
Continental United States, and 45 days for shipments to overseas locations.

RIS

DOCUMENT RECEIPT AND DESTRUCTION CERTIFICATE
1. TO: z. FROM: 3 DATE
30 AINS/DOT 315 TRS/DOED 11 Jan 9__
89 OM RD . 154 Canberra Strect . CONTAINER NO)
LANGLEY AFB VA 23665 Goodfellow AFE TX 76908-4002 DOE-96-011
6. DESCRIFTION OF DOCUMENT{S): ryne i plan, wic ), date, unclassified subpact Hife. numnw of copres, and
originator control number and copy mumber :‘Tr.w SN. v: Also use these date viwments -'w fhn!rryrng ‘wny attachments that would requirn a eeoept of frmnxmifind Smparatel)
S/NF, 315 TRS/DOE, BOOKLET, 20 Dec 95, Imagery Manual 001-01, 5 copies
LAST ITEM /”"
T CATE
TO AVOID TRACER ACTION, RETURN SIGNED RECEIPT BY R —
11 Feb 9___
DOCUMENT RECEIPT
1 ACKNOWLEDGE RECEIPT OF THE ABOVE DOCUMENTS
7. DATE RECEIVED B HAME AND DHGANIZATION | | o SIGH LR .
2feb F Sk, AN T / '
2FEL 76 | M55+ Shiid oINS e / T
DESTRUCTION CERTIFICATE =
19. THE DOCUMENTIS) LISTED ABOVE WERE T1. DATE
Gdx oestRoveD () EEMMITIED T6 GENTRAL DESTRUGTION FACILITY N = | 50} Moy 9
T2 TYPED OR PRINTED NAME AND SIGNATURE GF WITRESSING OFFICIAL
. A LA TY
STEVE JOHNSON, MSgt, USAF
AF FoRM 390 PREVIOUS EDITION WILL BE USED

MOV

Figure 5-2. Document Receipt and Destruction Certificate.
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Packaging classified material
In your job, if you are required to ship classified information to various locations, use the following
rules when preparing shipments:

1. Material must be double-wrapped in opaque envelopes or containers.

2. Material used for packaging must be strong and durable enough to provide security while in
transit to prevent items from breaking out of the container, and to aid in the detection of any
tampering with the container.

3. The inside container will show the address of the receiving activity, conspicuous
classification and associated markings.

4. The outside container will conceal all classified characteristics and markings.
5. Address the outside envelope or container to an official government activity.

Hand-carrying classified material

All Air Force personnel escorting or hand carrying classified outside their normal work area require
authorization for such action. A verbal approval from your supervisor is sufficient when hand-
carrying classified between buildings or areas controlled by your commander or agency chief. If you
are escorting or hand-carrying the classified between buildings or areas that are not under the control
of your commander or agency chief, you must have written authorization. This written authorization
may be in the form of an official letter or wallet-sized card signed by your commander or staff agency
chief.

The authorization must contain your full name, the purpose of hand-carrying or escorting the
classified material, a telephone number at the issuing activity for verification purposes, and other
information that will assist your movement through inspection points such as base gates and other
facilities. If your travel does not pass through any inspection points, a verbal approval from your
supervisor is adequate.

While hand carrying this material, you must use an envelope, folder, briefcase, or other closed
container to prevent loss or observation of the classified material. When the material is carried in
private, public, or government conveyance, it must not be placed in any detachable compartment such
as a luggage rack or automobile trailer.

If you are tasked to hand-carry or escort classified for any other travel, such as from one base to
another, an approved courier letter must be carried. An exemption from inspection notice must be
placed on the classified package. Normally, the authorization to hand-carry classified will also be
annotated on your travel orders.

In-transit storage

If you are a courier, you may have to store classified material overnight at a base. Storing classified
material in your room or hotel safe is not authorized and constitutes a security violation. The
following are two places you can normally find secure storage:

1. Air Mobility Command (AMC) airfreight terminals.

2. A repository designated by the installation commander. Base operations dispatch personnel,
passenger service personnel, and installation entry controllers (gate guards) know the location
of the overnight repository.

030. Accounting for classified material

Accountability is maintained for classified information as a means of protecting it from unauthorized
disclosure. Maintaining accountability is simply keeping an accurate record of how much classified
information you have, where it is, and, in the case of TOP SECRET information, who has seen it.
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Even though active accountability records are not required for Secret and Confidential material in
most cases, there is a chance you will be responsible for the accountability of this information.
Consequently, you should familiarize yourself with the accountability procedures of the various
classification levels in your area. Let’s look at some specific accountability requirements for each
level of classified information.

Top Secret

The security of Top Secret material is paramount and requires strict, mandatory compliance with the
Top Secret Control procedures listed below:

1. Top Secret Control Officer (TSCO) - The commander of each unit that routinely originates,
stores, receives, or dispatches Top Secret information will establish a Top Secret control
account (TSCA) headed by a TSCO. The TSCO’s duties encompass all matters affecting
accountability and control of Top Secret information.

2. Top Secret Register - The TSCO maintains a Top Secret register (a complete file of AF
Forms 143, Top Secret Register Pages). These registers identify the Top Secret document or
material to include the title, date of the document, identity of the originator, date the
document or material was received, number of copies received or later reproduced, and the
disposition of the Top Secret material and all its copies.

3. Originator Control Number - The originator of Top Secret information assigns an originator
control number to the face of the document. This humber consists of the calendar year,
originator functional address symbol, and the next consecutive number of the Top Secret
documents produced by the originator that calendar year; e.g., 96DOEO01.

4. Disclosure Records - The TSCO attaches an AF Form 144, Top Secret Access Record and
Cover Sheet, to each Top Secret document, which identifies all people given access to the
information and the date of the disclosure.

5. Inventories - All Top Secret documents and material will be inventoried at least annually or
change of the unit TSCO, depending on whichever occurs first. These inventories are done to
audit inactive register page entries for proper disposition and to physically check active
documents or material.

COMINT restrictions

The dissemination of COMINT is more severely limited than other defense information because of its
extreme sensitivity. Only